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Ring Signatures

- Privacy enhancing primitive
- Sign a message on behalf of ad-hoc group (= ring)
» Signature attests some member of ring signed

» Signer remains anonymous within ring




PQ Ring Signatures

How to build ring signatures in a post-quantum setting?

- Code based [MCG08]
- Multivariate [MP17]
Linear size in # ring members!
Only recently first sublinear ring signatures:

- Lattice based [LLNW16]

» From generic accumulator based approach [DKNSo4]



Can we build ring signatures solely from
symmetric key primitives?



PQ Ring Signature Intuition

Generic approach [DKNSo4]

- Compute compact representation of public keys
- Prove knowledge of a secret key

- Corresponding to one of the public keys

+ Incorporate message



PQ Ring Signature Intuition

Generic approach [DKNSo4]

- Compute compact representation of public keys
- Prove knowledge of a secret key

- Corresponding to one of the public keys

+ Incorporate message

Instantiation via Merkle trees

X22



PQ Ring Signature Intuition

Generic approach [DKNSo4]

- Compute compact representation of public keys
- Prove knowledge of a secret key

- Corresponding to one of the public keys

+ Incorporate message

Instantiation via Merkle trees

@ @ @ @ Public keys of users
X22



PQ Ring Signature Intuition

Generic approach [DKNSo4]

- Compute compact representation of public keys
- Prove knowledge of a secret key

- Corresponding to one of the public keys

+ Incorporate message

Instantiation via Merkle trees

@ @ Inner nodes: yq1 < H(Y2,||¥32)
@ @ @ @ Public keys of users
X2,2



PQ Ring Signature Intuition

Generic approach [DKNSo4]

- Compute compact representation of public keys
- Prove knowledge of a secret key

- Corresponding to one of the public keys

+ Incorporate message

Instantiation via Merkle trees

@ @ Inner nodes: yq1 < H(Y2,||¥32)
@ @ @ @ Public keys of users

X | Each public key associated to a secret key



Zero-Knowledge Membership Proof

Naive approach reveals path taken
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Trivial approach

- Disjunctive proof of knowledge over all possible paths
- Linear size in # ring members!



Zero-Knowledge Membership Proof

Use commutative hash function? [DKNSO4]
* ¥i = H(a;, b)) = H(bj, a;)
- Vi, a;, b; not revealed (except root of tree)

- Does not reveal whether we continue left or right

- Not directly possible in symmetric setting!



Zero-Knowledge Membership Proof

Use commutative hash function? [DKNSO4]
* ¥i = H(a;, b)) = H(bj, a;)
- Vi, a;, b; not revealed (except root of tree)
- Does not reveal whether we continue left or right

- Not directly possible in symmetric setting!
Our technique
- “Emulate” commutativity

- Disjunctive statement per level
yi = H(ajl|b;) v y; = H(bjl|a;)
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Our Ring Signatures

- Accumulate public keys
- Prove knowledge of secret key corresponding to public key

- Proof membership of public key
Unforgeability:

- From collision-free accumulator with one-way domain
- And simulation-sound extractability
+ Prove that ZKB++/FS is simulation-sound extractable

Anonymity:

- From zero-knowledge



Instantiation & Signature Size

Instantiation

+ ZKB++
- One-way function: use LowMC
- Hash function: use LowMC in Sponge framework

Estimated signature sizes

- Logarithmic in # of ring members

Ring size |o| (FS/ROM) |o| (Unruh/QROM)
25 2125 KB 3159 KB
210 4086 KB 6067 KB
2% 8008 KB 11882 KB




Can we do better? - New results



Instantiating the Circuit

Multiplexer
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Instantiating the Circuit

Qjtn
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Sit

- Requires 2 AND gates / output bit
+ Can be optimized to only require 1 AND gate / output bit



Smaller Signatures

- Only one hash function evaluation
- Two multiplexers with circuit optimizations
- Additionally AND gates in digest size

» Signature size reduction by factor ~ 2

Ring size |o| (FS/ROM) |o| (Unruh/QROM)
25 1200 KB 2289 KB
210 2283 KB 4388 KB
2% 4450 KB 8584 KB
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Conclusions

Important steps towards PQ privacy enhancing primitives

- Solely from symmetric primitives
- PQ accumulators + ZK proofs
- Construction of ring signatures

Very flexible

- Similar techniques recently used by Boneh et al. [BEF18]
» In construction of PQ dynamic group signatures

Future directions

- New results — smaller signatures
- Even smaller sizes for group signatures of Boneh et al.
? Further optimizations & new constructions
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Questions?

Full version: https://ia.cr/2017/1154
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https://ia.cr/2017/1154
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